Data Protection Technics and Cryptographic Protocols in

Modern Computer Networks

Course Duration: 3 - 6 hours
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Introduction

Information System Security — Key Questions of Security
Trends in Computer Network Security

Three lists of main security mistakes — end users

Three lists of main security mistakes — corporate management
Three lists of main security mistakes — profesionnal informaticions
Potential attacks on computer networks of Intranet/Internet type
Possible ways of protecting from the considered attacks
Information eavesdropping

Faking identities

Destroying of valid messages or their replaying
Non-authorized modification of message contents
Repudiation

Security technologies

Cryptography and algorithm types

Types of cryptographic systems

Absolutely secret cryptographic system

Conditions of absolute secrecy — Shannon theorem
Symmetrical cryptographic systems

Stream cipher cryptographic systems

An example: RC4

Block ciphers

Features of block cipher algorithms

Working modes of the block cipher algorithms

Examples: DES, 3DES
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An example: IDEA

An example: AES

Asymmetrical cryptographic systems
Diffie-Hellman system

An example: RSA algorythm

An example: DSA algorythm

An example: ECDSA algorythm
Hash functions

Examples: MD5 and SHA-1 algorithms
Digital signature technology

Digital envelope technology

PKCS standards

Multilayer architecture of the secure modern computer networks

Application layer security
S/MIME cryptographic protocol
Cryptographic API

PKCS#7 standard format of cryptographic messages

An example: FileSecure system
Transport layer security

SSL protocol

An example: SWT system

An example: WebWatch system

An example: WTLS protocol
Network layer security

IPSec cryptographic protocol
Firewalls

Cryptographic proxy security servers
Multilevel firewall configuration
Software and hardware security solutions
Smart cards

Cryptographic coprocessor modules
An example: NST 2000 crypto card
PKI systems
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Component of PKI sistems

Basic documents of PKI systems

Certification Authority (CA)

CA — security aspects

X.509 digital certificates

Digital certificate extensions

Certificate life cycle management

Certificate distribution systems

Registration Authority

PKI applications

An example: NetCert PKI system

E-government systems

Open problems in e-government systems applying

Digital signature law

European experiences in applying digital signature laws
Qualified electronic signatures and criteria for its creation
Secure Signature Creation Devices and conforming criteria
Criteria for certification authorities issuing qualified certificates
PKI systems — some experiences and open questions

PKI systems — some Serbian experiences

Conclusions
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