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1. Introduction 
2. Information System Security – Key Questions of Security 
3. Trends in Computer Network Security 
4. Three lists of main security mistakes – end users 
5. Three lists of main security mistakes – corporate management 
6. Three lists of main security mistakes – profesionnal informaticions 
7. Potential attacks on computer networks of Intranet/Internet type 
8. Possible ways of protecting from the considered attacks 
9. Information eavesdropping 
10. Faking identities 
11. Destroying of valid messages or their replaying 
12. Non-authorized modification of message contents 
13. Repudiation 
14. Security technologies 
15. Cryptography and algorithm types 
16. Types of cryptographic systems 
17. Absolutely secret cryptographic system 
18. Conditions of absolute secrecy – Shannon theorem 
19. Symmetrical cryptographic systems 
20. Stream cipher cryptographic systems 
21. An example: RC4 
22. Block ciphers 
23. Features of block cipher algorithms 
24. Working modes of the block cipher algorithms 
25. Examples: DES, 3DES  



26. An example: IDEA  
27. An example: AES 
28. Asymmetrical cryptographic systems 
29. Diffie-Hellman system 
30. An example: RSA algorythm  
31. An example: DSA algorythm  
32. An example: ECDSA algorythm 
33. Hash functions 
34. Examples: MD5 and SHA-1 algorithms 
35. Digital signature technology 
36. Digital envelope technology 
37. PKCS standards 
38. Multilayer architecture of the secure modern computer networks 
39. Application layer security 
40. S/MIME cryptographic protocol 
41. Cryptographic API 
42. PKCS#7 standard format of cryptographic messages 
43. An example: FileSecure system 
44. Transport layer security 
45. SSL protocol 
46. An example: SWT system 
47. An example: WebWatch system 
48. An example: WTLS protocol 
49. Network layer security 
50. IPSec cryptographic protocol 
51. Firewalls 
52. Cryptographic proxy security servers 
53. Multilevel firewall configuration 
54. Software and hardware security solutions 
55. Smart cards 
56. Cryptographic coprocessor modules 
57. An example: NST 2000 crypto card 
58. PKI systems 



59. Component of PKI sistems 
60. Basic documents of PKI systems 
61. Certification Authority (CA) 
62. CA – security aspects 
63. X.509 digital certificates 
64. Digital certificate extensions 
65. Certificate life cycle management 
66. Certificate distribution systems 
67. Registration Authority 
68. PKI applications 
69. An example: NetCert PKI system 
70. E-government systems 
71. Open problems in e-government systems applying 
72. Digital signature law 
73. European experiences in applying digital signature laws 
74. Qualified electronic signatures and criteria for its creation 
75. Secure Signature Creation Devices and conforming criteria 
76. Criteria for certification authorities issuing qualified certificates 
77. PKI systems – some experiences and open questions 
78. PKI systems – some Serbian experiences 
79. Conclusions  
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